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1 The Background to the Report
1.1 In February 2019 an independent ICT infrastructure review was completed, and a report 

produced in April 2019 for CMT and the Cabinet member. 

1.2 Ahead of the review, SKDC identified several key areas of improvement, most notably 
moving onto a more flexible, agile system, eliminating siloes and moving to a platform-
based system that ultimately enables better service and better staff integration with 
modern technology.

1.3 This review included the server and storage infrastructure that supports all the main 
corporate and line of business applications including email/Microsoft Exchange, Civica, 
Northgate Housing, Finance systems. The council was aware that the service would need 
some investment to ensure that modern, resilient technologies were deployed to support 
day-to-day operations and to enable further business transformation to take place.

2 Infrastructure Review Findings 
2.1 The review identified that much of the current server infrastructure was coming to end of 

life and would be unsupported. Enquiries made with the supplier confirmed that much of 
the hardware is too old to be part of an ongoing support and maintenance contract. This 
was a cause for concern as all hardware should be supported by its original manufacturer 
via an on-site contract and all hardware should be on a rolling 4 to 5 year server 
replacement programme.

2.2 The service was in a position where a programme of gradual server replacements was not 
possible as the foundation would be out of date. The recommendation was starting with a 
clean slate, configuring everything from scratch and moving everything over to a new 
platform. Not only is the new solution faster, more resilient and better supported, it also 
enables simplified management and thus streamlines day-to-day activities whilst also 
enabling easier business continuity if a server failed, moving away from the “all-or-nothing” 
solution.

2.3 The new solution was funded through the ICT reserve. The implementation project is now 
underway with the support of external hardware consultants. With the new solution, 
business continuity if a server failed for individual services will be possible. As part of the 
design workshops, specific Recovery Time Objectives (RTOs) and Recovery Point 
Objectives (RPOs) would be determined to make it part of a formal process. This means 
once the programme is completed, our Disaster Recovery (DR) arrangements will be more 
robust and the performance against them more measurable.

2.4 The most significant findings were: -

• Documentation and knowledge transfer covering a wide range of topics, from design and 
standards through to support and licensing are out of date. 

• Monitoring systems/software is in use, but not used effectively across the whole 
environment. 

• Network monitoring is limited in places, hindering the ability to fully investigate or 
proactively resolve issues. 

• VMWare (the underlying platform that is used to host our virtual server infrastructure) has 
some misconfigurations which can impact service operations.  



• Out of date and unsupported VMware software is being used for parts of the security 
infrastructure and would need to be updated through this remediation programme. 

• The available resources for storage and processing power are not used as efficiently as 
possible.

• There are some misconfigurations with the way in which data storage is set-up which is 
resulting in performance issues 

• The network set-up at the DR site and the way in which servers and storage interact are 
meet the current agreed criteria for DR but will need to be reviewed for changing 
organisational needs. 

• Backup systems used to protect our data needs a redesign and reimplementation to 
consider organisational requirements for the future. 

• There is ‘grey market’ equipment with a risk that in the event of hardware failure there may 
be extended periods of running at risk or downtime if replacement parts cannot be 
sourced. 

• DR storage is out of support and therefore needs replacing.

3 Responding to the Review
3.1 It was identified that a redesign of the infrastructure would deliver a reduction in the size of 

the server estate which in turn would reduce future lifecycle costs, as well as ensuring the 
redesign improved the  capability and capacity. 

3.2 A remediation plan was developed with the Cabinet Member and the budget bid submitted 
for infrastructure hardware replacement covered the necessary improvement activities.  

3.3 The hardware procurement exercise was completed in December 2019. This was 
completed through a competitive framework arrangement and enabled the organisation to 
quickly move forward into the delivery phase and start to provide the assurances that are 
expected. 

3.4 An action plan is in Appendix 1 with the key actions identified as: 

Assess all hardware, storage and back up’s, identify highest risk hardware as priority to be 
replaced with a programme of work to replace the equipment agreed by end of 2019/20

Implement the report recommendations with consultancy support and knowledge transfer 
to the ICT team.  

Formalise a strategy and delivery plan to build server refresh in to an annual programme 
of work and consider a cloud first strategy.

4 Next Steps – Communication and Implementation of the Decision
4.1 On completion of the project, a post implementation review will be conducted to enable the 

organisation to assess achievements against the plan and the on-going BAU 
requirements. This will identify any further areas where improvements are required or 
where resources need to be deployed.

4.2 ICT will be bring all critical servers that support core services into support arrangements to 
mitigate against hardware failures and compatibility issues. Resilience will be built into 
departmental plans to remove any single points of failure.



4.3 This work will link to our emerging ICT strategy as it will provide the crucial building blocks 
to allow next generation services to be hosted. 

4.4 An improved inventory and asset management of server, storage and key infrastructure 
equipment including licenses will be created, along with a fit for purpose and proactive 
monitoring and management regime.

4.5 A comprehensive review of licence use and costs will be completed to ensure value for 
money. This will also reduce the risk of future license compliance issues.

4.6 A review of unused or underutilised technology solutions will also be completed. This will 
reduce operating costs and support and maintenance requirements. 

4.7 Ongoing training and development will be provided to technical staff within the ICT 
service. They will also benefit from knowledge transfer delivered by the expert support as 
part of implementation and configuration.

5 Financial Implications 
5.1 The Infrastructure remediation plan of works has been documented and procured in 

2019/20. The implementation of the project and associated costs are being monitored.  
There has been initial funding made available during the current financial year and there 
may be a requirement to request further funding in order to deliver the outcomes of the 
plan.  This will be subject to separate member decisions should the ICT reserve be 
required.

Financial Implications reviewed by: Richard Wyles, Director of Finance

6 Legal and Governance Implication 
6.1 The Infrastructure remediation plan of works has been procured with the support of 

Welland procurement and legal support provided to ensure this has been completed 
appropriately. 

Legal Implications reviewed by: Shahin Ismail, Director of Law and Governance

7 Risk and Mitigation
7.1 The infrastructure review highlighted that there were a number of risks with the existing 

infrastructure which could see elongated periods of downtime. This could be due to supply 
chain issues and supportability or compatibility of hardware. The agreed action plan will 
mitigate these risks and ensure that the council has a reliable, resilient and compliant 
infrastructure in the future. 

8 Community Safety Implications 
8.1 There are no community safety implications from this report.

9 How will the recommendations support South Kesteven District 
Council’s declaration of a ‘climate emergency’?

9.1 The review of the Council’s infrastructure will, over time, reduce the number of servers that 
the organisation requires. This will reduce energy usage and consumables. It is expected 
that this work will be carbon positive, when compared to existing arrangements. However, 
monitoring arrangements are not in place to track either historic, current or future 
consumption.

10 Appendices 



10.1 Appendix 1 ICT Infrastructure Remediation Action Plan

Date of Publication on Forward Plan (if 
required)

Not required

Previously Considered by: Finance, 
Economic Development and Corporate 
Services Overview and Scrutiny Committee

Not required

Report Timeline: 

Final Decision date  Not required


